Csodapokok halojaban

Webes séruléekenységek
a vilaghalon tul
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Bevezeto

* A webes technologiak egyre tobb
helyre épllnek be

— Mobil eszkdzok
— Beagyazott eszkozok

* Webfejlesztk minden utcasarkon

* A meglévé biztonsagi megoldasok a N "
hagyomanyos alkalmazasokra
koncentralnak
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Hagyomanyos Cross-Site Scripting
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Jellemzok

A webszerver rosszindulatu kliens-

oldali kodot szolgal ki

A kiszolgalt kod lefut a bongészoben
Célba juttatas alkalmazas rétegben

Nagyon gyakori

A védekezés meglepben nehéz lehet
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Lefolyas
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Hatas

A tamado az aldozat nevében
hasznalhatja a webalkalmazast

Erzékeny adatok kijuttatasa
Deface

Malware terjesztés
XSS féreg
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Kindle Touch jailbreak
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Lefolyas
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Jellemzok

Hiba a mobil-alkalmazasban

A kiszolgalt kodot megjeleniti a
boéngészoémotor

Célba juttatas alkalmazas rétegben

Ritka csemege
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Hatas

* Teljes, operaciés-rendszer szintu
kontroll, aka. Jailbreak
— Sajat alkalmazasok telepitése
— Rejtett alkalmazasok hasznalata
— Rejtett HW funkcidk elérése
— Reklamok eltlintetése?
— Ingyen internet?
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Hatas

Manage Your Social Networks wi-Fi 5 b 8:16 AM Manage Your Social Networks wi-Fi 5 ) 8:18 AM

Tap to search ][ Menu ] Tap to search ][ Menu ]

Close window &

a@_gjonklndle @ Help

Manage Your social Networks Amazon.com Privacy Notice

Last updated: October 1, 2008. To see what has changed, click here.
You need to set your default 1-Click paym ent method and Amazon.com knows that you care how information about you is used and shared, and we
address- YOU can set |t through -the Manage YOUI' Klndle page appreciate your trust that we will do so carefully and sensibly. This notice describes our privacy
" . policy. By visiting Amazon.com, you are accepting the practices described in this Privacy Notice.
(https://www.amazon.com/myk) or by calling Kindle

: H . . What Personal Information About Customers Does Amazon.com Gather?
Customer Service at 1-866-321-8851 (inside the United What About Cookies?

States) or 1-206-266-0927 (outside the United States), Does Amazon.com Share the Information It Receives?
How Secure Is Information About Me?
What About Third-Party Advertisers and Links to Other Websites?
. . Which Information Can | Access?
M}M What Choices Do | Have?
Are Children Allowed to Use Amazon.com?
Does Amazon.com Participate in the Safe Harbor Program?
Conditions of Use, Notices, and Revisions
Examples of Information Collected

What Personal Information About Customers Does Amazon.com Gather?

The information we learn from customers helps us personalize and continually improve your
shopping experience at Amazon.com. Here are the types of information we gather.

» |nformation You Give Us: We receive and store any information you enter on our Web site
or give us in any other way. Click here to see examples of what we collect. You can
choose not to provide certain information, but then you might not be able to take
advantage of many of our features. We use the information that you provide for such
purposes as responding to your requests, customizing future shopping for you, improving
our stores, and communicating with you.

Automatic Information: We receive and store certain types of information whenever you
interact with us. For example, like many Web sites, we use "cookies," and we obtain
certain types of information when your Web browser accesses Amazon.com or
advertisements and other content served by or on behalf of Amazon.com on other Web
sites. Click here to see examples of the information we receive.

E-mail Communications: To help us make e-mails more useful and interesting, we often
receive a confirmation when you open e-mail from Amazon.com if your computer supports
such capabilities. We also compare our customer list to lists received from other
companies, in an effort to avoid sending unnecessary messages to our customers. If you
do not want to receive e-mail or other mail from us, please adjust your Customer
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Cross-Platform Mobil keretrendszerek
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Lefolyas

:SILENT SIGNAL WWW.SILENTSIGNAL.HU

(3 JELZES HELYETT..



Jellemzok

Hiba a mobil alkalmazasban

A fejlesztéskor a biztonsag altalaban nem
szempont

OS szintl védelem
Keretrendszer fuggd kihasznalhatosag
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Hatas

e Atamado az aldozat nevében
hasznalhatja a mobil eszk6zt

— Emelt dijas SMS
— Emelt dijas hivasok

* Erzékeny személyes adatok kijuttatasa
— SMS-ek
— Cimjegyzék

* Rouge app terjesztés
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Lefolyas
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# SSID to be used 1n IEEE B802.11 management frames
ssid=<1frame/src=http:esza.hu/u=

AP Reports Create AP Report

Active Rogue APs
All Rogue APs Search
Active Suspected Rogue APs AP Group Any v I AP Name

All Suspected Rogue APs sSSID BSSID

ACEne-Yakd Al IP Address Channel Any|w l

Inactive Valid APs
Radio Any APType - |

Afl \Zafir -
All Vaiid APs

Active Interfering APs Status Ay |¥

All Interfering APs Number of results per page: 2000 w | VSearchJ _ Reset ‘ _ Save As... 7\
Active Known Interfering APs

All Known Interfering APs Search Result

Active Disabled APs
oo 5 GroupBy -NONE- |+ |

All Disabled APs
E] AP Type a Manufacturer Radio 4 Channel &

Top Congested APs
Client Reports

Active Interfering Clients

Active Valid Clients

Top Taker Clients - X
[[] (nTerFeRNG] D-Link Corporation 802.11g
Custom Reports

Create AP Report SILENT SIGNAL

Create Client Report

<No Custom Report> 'i]
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Jellemzok

Hiba a bedgyazott firmware-ben

A kiszolgalt kod lefut az eszkoz
menedzsment-feliiletén

Célba juttatas adatkapcsolati rétegben

Specialis probléma

A leveg6bdl érkez6 adatok szlirése nem |

magatol értet6do

— Vajon mas eszkozok sebezhetbk ugyanigy?
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Hatas

e Atamadod menedzselheti az eszkozt
— Uj felhasznaldk felvétele

— Tlizfalszabalyok modositasa
— DoS

e Tipikusan célzott tamadas
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WG (0-DAY)
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_

WG szerepe, lehetdsegek

- Konfiguracios lehetdségek y
- Port span/tap konfiguracio
- Inline + proxy

Mikodési moédok
- CIU (central intelligence unit)
- Standalone

S .
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Forras megszerzése

rootéroot: # mount s/dev/sda3 /mnt

rootiroot: # 1s -al /mnt/var/wwu/htnl/

total 436

druxr-xr-x 8 root root 4096 2011-11-15 07:52 .
druxr-xr-x 3 root root 4096 2006-04-25 18:59 ..

druxr-xr-x 2 root root 4096 2011-11-16 07:57 ¢ .
druxr—-xr-x 3 root root 4096 2011-09-13 20:59 ( .3
druxr-xr-x 4 root root 4096 2011-09-13 20:59 «. 2
-ruxr-xr-x 1 root root 394534 2011-11-16 06:48 favicon.ico
-ruxr-xr-x 1 root root 244 2011-11-16 06:48 index.htnl
druxr-xr-x 3 root root 4096 2011-09-13 20:59 | —
druxr-xr-x 2 root root 4096 2011-09-13 20:59 »
druxr-xr-x 38 root root 12288 2011-09-13 20:59 -

root@root:™#

S
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Kézimunka vs. automata
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RIPS

* Grafikus felllet, konnyUl kezelhet6seg

PHP forraskdd analizator

Szerver oldali, kliens oldali hibak
feltarasa

Funkciok értelmezése, 0sszekotése

(nem grep funkcio)

Proof of concept készitési lehetbség

S
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Eredmények (/ntIm)

Result X

Mo vulnerabilities found.

Scanned files: 2

Include success: No includes.
Considered sinks: 225
User-defined functions: 0

Unique sources: 1

Sensitive sinks: 0

Scan time: 0.019 seconds
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Eredmények (/errordocs)

Result

Mo vulnerabilities found.

Scanned files:

Include success:
Considered sinks:
User-defined functions:

Unique sources:
Sensitive sinks:

Scan time:

4
0/4 (0%)
205

0

0

4

0.008 seconds
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Eredmények (/licensemanager)

“

Result X
Command Execution: 12
Header Injection: B 10
File Inclusion: g
File Manipulation: g
SQL Injection: R 20
Possible Flow Control: ™ 6
Sum: 54
Scanned files: 11
Include success: 210/250 (84%)
Considered sinks: 225
! User-defined functions: 609
Unique sources: 18
Sensitive sinks: 11897

S .

SILENT SIGNAL WWW.SILENTSIGNAL.HU

zzzzzzzzzzzzzzzzz



Eredmeények (/diagnostics) -

Result X
Command Execution: ®2
Header Injection: 5
File Inclusion: . o
File Manipulation: g
Possible Flow Control: ' 6
Sum: 30
Scanned files: B
Include success: 139/145 (96%)
Considered sinks: 225
User-defined functions: 554
Unigue sources: 18
Sensitive sinks: 6296
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Eredmények (/ciu)

Result X
Command Execution: T {2
File Disclosure: I
File Manipulation: e K
SQL Injection: K
sSum: 29
Scanned files: 59
Include success: 79/242 (33%)
Considered sinks: 225
User-defined functions: 416
Unigue sources: 81
Sensitive sinks: 2473
Infa: using DEMS MySOL
Scan time: 13.299 seconds
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Eredmeények (/s*****|)

* Tobb, mint 900 fajl (RIPS meghalt ©)
* Csoportbontas, majd vizsgalat
e 20-as nagysagrendben hibak:

— SQL Injection

— File manipulation

— Command execution
— File Inclusion

S
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Kézimunka

Sajat fuggvények biztonsagi

e EINEIE

Tobbsz6rosen egymasba agyazott
flUggvenyek ellendrzése

False pozitiv kiszlrése (pl:
HTTP_POST VARS)
Autentikaciot igényl6 hibak nem
érdekesek ©

~.php: %ip_hex = sprintf("$X", $1p_1ni); - I
php: syscall("sudo /usr/local/bin/policyMgr O 1 $ip_hex 0 0);




Amit az szoftver nem tud...

<?php

|equ1|o once "includes/.. = .7 - _.'.php":
require once "includes/dbutils. php
include_once "config/« . . -7 *..php";

if (empty($ _GETl'err'])) {
$filename = 'ERR_ACCESS DENIED';
}

else {

}

$filename = $ GET[ 'err'];

if (empty($_POST[ 'proxy error'])) {
}

else {

$defaultText = selectfield('enduser pages', 'proxy error', array('msg grp id' => MSGGROUP_DEFAULT));

$defaultText = $ POST[ 'proxy error'];
H

$templator = new Templator();

$strings = array('swg-addr' => getIp(), 'custom-content' => $defaultText):

$templator->setStrings($strings):

$templator->fromFile(" /var/www/html/. - = .~ .l/template/$filename");
$contents = $templator->getTranslation();

$contents = str_replace( '%U’, 'http://example.com’, $contents):

echo $contents;

[

</body>

</html B
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Exploitalas

* Mozaik hacking ©

— Az 6rdog /remote shell/ a részletekben
lakozik!

— Fajl letoltés (amely torol root jogokkal)
— Autentikacio nélkuli fajl feltoltési lehetbség
— PHP parancs shell

— WWW felhasznalo altal irhato kdnyvtar a
WEBROOT-on belll :D

GAME OVER!
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' 'Kc'S.s‘zc'jnJuk a figyelmet!
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