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SOAP biztonsag — jelszavas auth: UsernameToken

<soap:Envelope xmlns:soap="...">
<soap:Header>
<wsse:Security xmlns:wsse="...
soap:mustUnderstand="1">
<wsse:UsernameToken wsu:Id="UsernameToken-3">
<wsse:Username>admin</wsse:Username>
<wsse:Password Type="...#PasswordDigest">
fTI7fNcwD69Z3d0T1bYfvSbQPb8=</wsse:Password>
<wsse:Nonce EncodingType="...#Base64Binary">
1DLfpq3£fLJ508D1rnrdblQ==</wsse:Nonce>
<wsu:Created>2011-05-05T17:20:22.319Z</wsu:Created>
</wsse:UsernameToken>
</wsse:Security>
</soap:Header>
<soap:Body>

xmlns:wsu="..

</soap:Body>
</soap:Envelope>
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SOAP biztonsag — id6bélyegzés

<soap:Envelope xmlns:soap="...">
<soap:Header>
<wsse:Security xmlns:wsse="..." xmlns:wsu="..."

soap:mustUnderstand="1">
<wsu:Timestamp wsu:Id="TS-3">
<wsu:Created>2012-02-27T15:54:28.096Z</wsu:Created>
<wsu:Expires>2012-02-27T15:59:28.096Z</wsu:Expires>
</wsu:Timestamp>

</wsse:Security>
</soap:Header>
<soap:Body>

</soap:Body>
</soap:Envelope>
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SOAP biztonsag — aldiras

<wsse:Security mustUnderstand="true"><s:Signature xmlns:s="...">
<s:SignedInfo>
<s:CanonicalizationMethod Algorithm=".../xml-exc-cl4n#"/>
<s:SignatureMethod Algorithm=".../xmldsig#dsa-shal"/> -
<s:Reference URI="#id-581ce77d-1483-4362-ab5b-95ebf814c75f">
<s:Transforms><s:Transform Algorithm=".../xml-exc-cl4n#"/>
</s:Transforms>
<s:DigestMethod Algorithm=".../xmldsig#shal"/>

<s:DigestValue>...DBCOg=</s:DigestValue>
</s:Reference> ...
</s:SignedInfo>
<s:SignatureValue>...NvMQ1EA==</s:SignatureValue>
<s:KeyInfo><wsse:SecurityTokenReference>
<s:X509Data><s:X509IssuerSerial>
<s:X509IssuerName>CN=Arena</s:X509IssuerName>
<s:X509SerialNumber>1321699512</s:X509SerialNumber>
</s:X509IssuerSerial></s:X509Data>
</wsse:SecurityTokenReference></s:KeyInfo>
</s:Signature></wsse:Security>
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SOAP biztonsag — E2E titkositds

»Jager, Tibor and Juraj, Somorovsky —

How to break XML encryption”,

CCS '11 Proceedings of the 18th ACM conference
on Computer and communications security,

ACM New York, ISBN 1-450-30948-6
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client applications €——

l

command line - : all HTTP/HTTPS proxy
i

http://sec-wall.gefira.pl/
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Python kliens megoldas — SUDS

<<NativeComponent>>
OpenSSL

<<PythonBinding>>
pyOpenSSL

<<PythonBinding>>
pyXMLSec

<<NativeComponent>>
XMLSec

<<PythonComponent>>
SudsSigner

l<<uses>>
1

<<PythonBinding>>
python-libxmlI2

<<NativeComponent>>
libxmlI2

<<PythonBinding>>
LXML
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Osszefoglalds

v

SUDS: funkciondlisan teljes kliens implementacié

v

sec-wall: részleges szerver implementacié

v

szabad szoftveres projektek, contributions welcome

v

flamebait: életképes a Python — SOAP paros?
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Koszonom a figyelmet!

https://github.com/dnet
http://silentsignal.hu
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